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IIpaBuia 06paGoTKH NePCOHANBHBIX JaHHBIX B HHPOPMAHOHHBIX CHCTEMAX
nepcoHaIbHBIX JaHHBIX PaGoTHHKOB I'ocy1apcTBEHHOr0 G01KETHOIO
yupeskAeHHs J0NOJIHUTENLHOTr0 06pa3osanus ropoaa Mockssi ' leTckas
My3bIKaJbHAs mKoaa uMeHH A. H. Anexcanaposa

1. OCuHe moJIoKEeHU S

1.1. Hacrosmue IlpaBwia pa3paboTaHbl B COOTBETCTBUU C IIOJIOKCHUAMU
MenepansHoro 3akoHa Poccuiickoii ®Penepaunuu "O IepcoHATBHBIX JaHHBIX",
nocrasoBienus Ilpapurensctsa Poccuiickoit @eneparmu ot 6 moms 2008 r. N 512
"OG yTBEepXKIEHHMM TpeOGOBaHMM K MaTepHaTbHBIM HOCHTENSIM OMOMETPHYECKHX
IePCOHANBHBIX TaHHBIX U  TEXHOJOTMSM XpaHCHWs TaKMX JaHHBIX BHE
MH(QOPMAIOHHEIX CHCTEM IIEPCOHATBHBIX JaHHBIX", moctanosnenns lIpaBuTensCTBa
Poccumiickoit ®eneparmu ot 15 centsops 2008 r. N 687 "OO yrBepKHeHHH
ITosoxenus 06 0cOOEHHOCTAX 06pabOTKU MEPCOHAIBHBIX JaHHBIX, OCYIIECTBIIEMOM
Ge3 WCIONB30BAHMA CPEACTB aBTOMATH3alMH", mocranosnenus IIpaBUTENHCTBA
Poccumiickoit ®emeparmm ot 1 mHosbps 2012r. N 1119 "OG yrBepxKIeHHH
TpeGOBaHHil K 3aIUTe EPCOHATBHBIX JaHHBIX TIPU UX 06paboTke
B HTH(OPMAIIHOHHBIX CHCTEMaX IIePCOHATBHBIX JaHHBIX".

1.2. Hacrosumwe IlpaBuna  ompenensior — ocobeHHOCTH — 00paboTKu
TIepCOHANBHBIX JIAHHBIX COTPYJHHKOB B MH(QOPMAINOHHBIX CHCTEMAX IEPCOHANBHBIX
IDaHHBIX 1| OCYIapCTBEHHOTO  OIOMKETHOTO  YYPEXOCHUS  NOIOJHHUTEIBHOTO
obpasoanuss ropoga Mockssl  "[leTckas =~ My3bIKalbHad  IIKONa  MMCHH
A. H. Anexcanaposa”.

1.3. Be3omacHOCTs TNeEpCOHANBHBIX  JAHHBIX ~IIPH  HX  00paboTke
B MH(OPMAITMOHHBIX CHCTeMaX NEePCOHANBHBIX NaHHBIX (Aanee - HHGOPMaLIOHHbIE
CHCTEeMBI) 0becreunBaeTcs ¢ MOMOIIBIO CUCTEMBI 3aIMUTHI NEPCOHATBHBIX NaHHBIX,
HEUTPATH3YIOIEH aKTyalbHbIE YTPO3bI.

1.4. Tlom aKkTyalbHBIMH Yrpo3aMu O€30IaCHOCTH IIePCOHANBHBIX MaHHBIX
MOHUMAaeTCs COBOKYIIHOCTH YCIOBHM M (aKTOpOB, CO3JAIOMIMX AaKTyabHYIO |
OIAacCHOCTb HECAHKI[MOHMPOBAHHOIO, B TOM 4YHCI€ CIy4alHOTOo  JOCTyna
K IepCOHaTGHBIM [aHHBIM IIPH HX 00paboTKe B HMH(POPMALMOHHOW CHCTEME,
pe3yJIbTaTOM KOTOPOrO MOTYT CTarh YHHYTOXKEHHE, M3MEHEHHE, OJIOKHPOBAHUE,
KOIHMpPOBaHKe, MMPeIOCTaBIeHUe, PACIPOCTPaHEHHE TIEPCOHANBHBIX JAHHBIX, a TAKKe -
HHBIE HETIPAaBOMEPHBIE 1eHCTBU. ;
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2. OcobennocTa 00paboTKH NEPCOHATBHBIX JaHHBIX
B HHGOPMALHOHHBIX CHCTEMAaX

2.1. OGpaboTKa IEPCOHANBHBIX MAHHBIX B HH(POPMALMOHHBIX CHCTEMaxX
OCYILECTBISETCS TOCI€ 3aBepUieHHs paboT II0 CO3JAHMIO CHCTEMBI 3alUThI
[IEPCOHANBHBIX JaHHBIX B HH(QOPMALMOHHOM CHUCTEME, €€ IMPOBePKM M OLCHKH
COOTBETCTBUS HMH(OPMAIMOHHOM CHCTEMBI NEPCOHANBHBIX JaHHBIX TPeOOBaHHAM
6e3omacHOCTH HHGOPMALIUH.

2.2. DBe3omacHOCT, MEpCOHANBHBIX JaHHBIX HpH HX  oOpaboTke
B MH(OPMAIMOHHON cUCTeMe 00eCIeynBaeT OIepaTop JTOHW CHCTEMBI, KOTODPBIH
06pabaThiBaeT MepCOHATBHBIE JaHHBIE, WIX JIHMLO, OCYIIeCTBIIONIee 00paboTKy
[IEPCOHAIBHBIX aHHBIX II0 MOPYYEHHIO ONEPaTopa Ha OCHOBAHHMHU 3aKIIFOYaeMOIro:
C 3TUM JIULIOM JOTOBOPA. ﬁ

2.3. DBe3omacHOCT, MEPCOHANBHBIX  JaHHBIX IIpu UX  00paborke
B HMH(OPMAIMOHHBEIX CHUCTEMaX 00ecIedMBaeTCsd C IIOMOLIBIO CHUCTEMBI 3aIlUTHI
[IEPCOHAJIBHBIX JJAHHBIX, BKIIOYAIONIEeH OpraHU3alMOHHbIE MEPBI U CPE/ICTBA 3aIUTHI
uEpopMarmy (B TOM uMcie INU(pOBagbHBIE (KpUITOrpaguuecKue) CpeincTsa,
CpeCTBa IPeNOTBPalleHNs] HECAHKIIMOHUPOBAHHOTO JOCTyNa, yTeUKH HHQOpMaluu
[10 TeXHHYECKUM KaHajlaM, IPOrpaMMHO-TEXHUYECKUX BO3IEHCTBUMN Ha TEXHHYECKHE
cpenctBa 00pabOTKM = TEPCOHANBHBIX  [JaHHBIX), a TaKkXkKe HCIOIb3yeMble
B MHGOPMAIIMOHHOU cucTeMe UH(POPMAOHHBIE TEXHOIOTHH. | »

2.4. CocTaB ¥ CoIepXaHue Mep TIo 3aluTe HHPOpMaLUK B HHPOPMALMOHHBIX
CHCTEMax 3aBUCAT OT YCTAHOBIEHHOTO YPOBHsI 3alllMIIEHHOCTH WH()OPMAIMOHHOH
CHCTEMBI.

2.5.  VYcraHoBilieHME  YpPOBHS  3allMIICHHOCTH  (IIepecMOTp  ypOBHA
3aMMIIEHHOCTH) WHPOPMAIlMOHHON CHUCTEMBI NEPCOHATBHBIX MAHHBIX IIPOBOJUTCS:
YIIOJTHOMOYEHHBIM OPraHOM.

2.6. PaspemenuneM Ha 00pabOTKy I€pPCOHANBHBIX JAHHBIX Ha OOBEKTe
UH(QOPMAI[MOHHON CHCTEMBI SBIAETCS NPUKA3 PYKOBOAMTENS O BBOJE yKasaHHoro
00BeKTa B SKCILTyaTallHIo.

2.7. bezonacHocTh [IePCOHAIBHBIX JIaHHBIX, o6pa6aTr>IBaeme'
C HCIONB30BAHMEM CPEACTB aBTOMATHM3AIMM, JOCTHIaeTCs MyTeM HCKIIOYeHHUs
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJE CIy4allHOrO JOCTyHa K IepCOHAJIbHBIM
JaHHBIM.

2.8. IlepcoHanpHBIE JaHHBIE MOTYT OBITH IPENOCTABIECHBI IS 03HaK0MJIeHI/m,
COTpyIOHHKaM,  [JONMyIIEHHBIM K  00paboTke  NepCOHATBHBIX = JaHHBIX
C MCIIONE30BAHUEM CPE/ICTB ABTOMATH3AIMH, B JaCTH, KaCaIOMIEHCs X HOTDKHOCTHBIX
0053aHHOCTEH. ;

2.9. VYNONHOMOYEHHBIMM COTpPyJHHKaMH IIpd 00paboTKe IepCOHAIbHBIX
JaHHBIX B HMH(OPMAIMOHHBIX CHUCTEMax MEePCOHATBHBIX JaHHBIX IOJDKHA OBITH
obecrieyeHa wux O0€30IIaCHOCTh C IIOMOUIBIO CHUCTEMBI 3aIlIWTHI, BKIFOYAIONIEH
OpPTaHM3AIMOHHEIE Mephl M CPEACTBA 3allUTHl HHPOPMAIMH, B TOM YHCIE
mmdposaisHbIe (KpuNTOrpaduyeckue) CpeacTaa.



2.10. OO6MeH  IepcOHAIBHBIMH  JaHHBIMH Tpu  HX  0o0paboTke
B WH(OPMALMOHHBIX CHCTEMax OCYHIECTBISETCA II0 KaHajgaM CBs3H, 3allKTa
KOTOPHIX o0ecreunBaeTcsi IMyTeM pead3allid OPraHM3alUOHHBIX MEpP M IIyTeM
NIPUMEHEHHUS IPOTPaMMHBIX U TEXHUYECKUX CPEICTB.

2.11. JlocTyn monb3oBaresiell K MepCOHaIbHBIM JaHHBIM B HH()OPMAIIMOHHBIX
cHcTEMax MEPCOHAIBHBIX JAHHBIX pa3pelraeTcs Mocie 00s3aTeIbHOT0 IPOXOXKIACHUS
IPOLENyPhl HICHTU(OUKAMY U ayTeHTH(UKALHH. '

2.12. JImmamu, OTBETCTBEHHBIMM 3a  olecriedeHue  0e30MacHOCTH
MIEPCOHATBHBIX TAaHHBIX IMpU UX 00paboTke B MHMOPMALHOHHBIX CHCTEMAX, JODKHO
OBITH 00eCIIEUeHO: ‘

a) CBOEBpPeMEHHOe OOHapyxkeHHEe (PaKTOB HECAHKLMOHHPOBAHHOIO OCTYIIa
K IIepCOHANBHBIM JaHHBIM ¥ HEMEIJeHHOe JOBeleHHe 3Toi HHpopManun
JI0 PYKOBOJICTBA;

0) HeIOIyIleHNe BO3IEHCTBUS Ha TEXHUYECKHE CpencTBa
aBTOMAaTH3UPOBAHHON 00pabOTKH MEepPCOHANBHBIX AAHHBEIX, B Pe3ylbTaTe KOTOPOIO
MOXeT OBITh HapyIIeHO UX (YHKIIHOHUPOBAHUE;

B) BO3MOXHOCTh HE3aMEIJIUTENILHOIO BOCCTAaHOBJIEHHS IEPCOHAJIBHBIX
JaHHBIX, MOIUGHAIPOBAHHBIX WIH YHHYTOXXEHHBIX BCJIEJICTBHE
HECAHKI[MOHUPOBAHHOIO JOCTYyNAa K HAM; '

I) TIOCTOSHHBIM KOHTPOJNh 3a ofecrnedeHueM YpOBHS 3alllMIIEHHOCTU
TIePCOHANIBHBIX JaHHBIX;

I) 3HaHWE H COONIOACHHUE YCIOBHM MCIOJNB30BAaHUA CpPEACTB 3aIlMThI
uH}OopMaIuy, NPeIyCMOTPEHHBIX  3KCIUTyaTallHOHHOU U TEeXHUYECKOU
NOKyMEHTaluewu;

€) y4eT MpHUMEHSEeMBIX CPeICTB 3allUTHl HMH(OpMAalKH, 3KCIUTyaTallHOHHOU
U TEXHUYECKOW JOKYMEHTAIlMU K HIUM, HOCUTEJel epCOHaNbHbIX JaHHbIX;

X) Tpu 0OHApYKEHUH HApYLIEHUM MOopsAaKa NpeJOCTaBICHUS MePCOHAIBHBIX
IAHHBIX He3aMeUIUTENIbHOE IPHUOCTAHOBICEHUE IPENOCTaBIEHUs NEePCOHATIbHBIX
MaHHBIX I0JIB30BATEIIM HHGOPMAIIMOHHON CHCTEMBI [0 BBISIBICHUS NPHYMH
HapyLIeHHUH U yCTpaHEeHHUs STUX IIPUYHUH;

3) pa3bupaTeNbCTBO U COCTABJIEHUE 3aKIIOYEHHH MO (akTaM HecOONIIoneHus
YCIIOBHI XpaHEHHUsS HOCHUTENeH IEepPCOHAIBHBIX MaHHBIX, HCIIOJB30BaHUS CPEICTB
3alUTBl  HHGOpPMalUH,  KOTOPBlE  MOIYT  MNPUBECTH K  HapyIICHHUIO
KOH(QUICHIIMAIBHOCTH TEPCOHATBHBIX JaHHBIX WM  OPYTUM  HapyLIeHHSM,
OPUBOMALIMM K CHIDKEHWIO YPOBHS 3aIlUIIEHHOCTH IE€PCOHAIBHBIX [JaHHBIX,
pa3paboTKka ¥ TMPUHATHE Mep TII0 MPEAOTBPAILCHUIO BO3MOXHBIX OIACHBIX
TIOCIIEICTBUM MOJOOHBIX HAPYIIEHUH. '

2.13. B cimydae BEISBICHHs HapyLIeHHH Mopsnka oOpabOoTKH NepCOHAIbHBIX
JaHHBIX B HHGOPMAIMOHHBIX CHUCTeMax MPUHUMAIOTCS Mephl IO YCTaHOBJIECHHIO
OPUYHH HAPYIIEHUN U UX YCTPaHEHHUIO.




